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1. Introduction
Mount Alexander Shire Council has developed a risk management system which includes a Risk 
Management Policy, Risk Management Procedure, Enterprise Risk Management Action Plan and this Risk 
Management Framework.  The framework has been developed in line with ISO 31000:2018 Risk 
Management – Guidelines (the Standard), the Australian Standard for risk management.  Council’s 
approach to risk management and how that links to the Standard have been addressed in the framework.  

The definition of risk in ISO 31000:2018 is “effect of uncertainty on objectives.”1  The Standard further 
notes “An effect is a deviation from the expected. It can be positive, negative or both, and can address, 
create or result in opportunities and threats.”2

It is important to note the link between strategy and risk, and how they interact together.  “Most strategy-
selection processes do consider risk. Usually, however, those risks are considered in relation to their 
potential effect on the ability to execute the strategy.”3

This diagram outlines how Council’s strategy and risk documents and process are linked:

1 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p1
2 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p1
3 https://www.pwc.com/gx/en/services/advisory/consulting/risk/resilience/connecting-risk-and-strategy-in-the-coso-erm-framework.html, Accessed 
16 April 2020

https://www.pwc.com/gx/en/services/advisory/consulting/risk/resilience/connecting-risk-and-strategy-in-the-coso-erm-framework.html
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2. Purpose
The purpose of this framework is to document the principles of the risk management system, Council’s 
commitment to risk management and how that operates internally, the roles and responsibilities of risk 
management within Council, and the reporting structures that provide the Council with the appropriate 
oversight of risk management within the organisation.

3. ISO 31000: 2018 Risk Management Guidelines 

Council’s Risk Management Policy and Risk Management Framework are the foundation documents 
that outline Council’s commitment to risk management.  The policy and framework are aligned to the 
ISO 31000:2018, which articulates the principles, framework, and processes for achieving best practice 
in risk management, as per Figure 14.

4 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, pv
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4. Principles
The principles outlined in Figure 2 provide guidance on the characteristics of 
effective and efficient risk management, communicating its value and 
explaining its intention and purpose. The principles are the foundation for 
managing risk5.

Each of the Principles should be evidenced for implementing effective and 
enterprise wide risk management and will serve as points of reference for 
periodically reviewing the maturity of risk management.  The Principles are:

a) Integrated: Risk management is an integral part of all activities.
b) Structured and comprehensive: A structured and comprehensive approach to risk management 

contributes to consistent and comparable results.
c) Customised: The risk management framework and process are customised and proportionate to 

the external and internal context related to Council’s objectives.
d) Inclusive: Appropriate and timely involvement of stakeholders enables their knowledge, views and 

perceptions to be considered. This results in improved awareness and informed risk management.
Key internal stakeholders for risk management are the Councillors, Audit and Risk Advisory 
Committee, and staff and contractors in undertaking their activities.

e) Dynamic: Risks can emerge, change or disappear as the external and internal context changes.  
Risk management anticipates, detects, acknowledges and responds to those changes and events 
in an appropriate and timely manner.

f) Best available information: The inputs to risk management are based on historical and current 
information, as well as on future expectations. Risk management explicitly takes into account any 
limitations and uncertainties associated with such information and expectations. Information should 
be timely, clear and available to relevant stakeholders.

g) Human and cultural factors: Human behaviour and culture significantly influence all aspects of risk 
management at each level and stage.

h) Continual improvement: Risk management is continually improved through learning and 
experience6.

5. Framework
The purpose of the risk management framework is to assist Council in 
integrating risk management into significant activities and functions. The 
effectiveness of risk management will depend on its integration into the 
governance framework, including decision-making.7 The framework 
elements are:

Leadership and commitment

The Council, as the governing body of the organisation, is ultimately 
responsible for risk management generally, and has a specific role under 
the Local Government Performance Framework in reviewing strategic risks every six months.

5 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p3
6 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p3
7 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p4
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Under the Local Government Act 2020, Section 53 mandates establishment of an Audit and Risk 
Committee by Council.  Council has an active Audit and Risk Advisory Committee which has oversight of 
risk management.  Council’s commitment to risk management is evidenced by the reporting structure that 
ensures all Audit and Risk Advisory Committee meetings are reported to the Council each quarter, and the 
work of the Committee is periodically reported to Council.  It also ensures that risk related documents, 
such as the policy, appetite statement, this framework, and action plan, are endorsed by the Audit and 
Risk Advisory Committee before presentation to the Council for approval.  

Risk management is fully supported and endorsed by Council’s Leadership Team which has an integral 
leadership role in the organisation and has day to day responsibility for risk at an operational level. Within 
Council’s operations, an internal Risk Management Committee has been established to focus on 
progressing work in operational risks.  That Committee’s membership is from key stakeholders within the 
organisation who have portfolios with significant inherent risks.  That Committee will report quarterly to 
the Audit and Risk Advisory Committee, which will then report up to the Council.

Integration

It is stated in ISO 31000:2018 that everyone in an organisation has responsibility for managing risk.  Our 
approach provides an integrated model for risk management with responsibilities with Council as the 
highest authority, through the layers of the organisation to individual teams who operate in a risk focused 
environment.  Council’s internal control environment is based on the “lines of defense” methodology in 
managing risk.  The three lines of defense are:

1. Management controls and internal control measures (own and manage the risks).
2. Financial controls, risk management processes, quality controls, security (such as delegations), 

inspection and compliance (oversee risks).
3. Assurance oversight (internal and external audit).

This diagram8 models Council’s governance framework which includes an internal Risk Management 
Committee which reports to the Audit and Risk Advisory Committee which then reports to the Council.

8 https://www.researchgate.net/figure/Adapted-model-of-Three-Lines-of-Defence-The-Institute-of-Internal-Auditors-2013_fig2_279180559, 
Accessed: 21 November 2019

Risk Management Committee 
(internal committee)

(Operational committee)

Audit and Risk Advisory Committee 
(Councillors and independent members)

(Advisory committee)

Council 
(governing board)

(Decision making authority)

Council                            Audit and Risk 
Advisory Committee

https://www.researchgate.net/figure/Adapted-model-of-Three-Lines-of-Defence-The-Institute-of-Internal-Auditors-2013_fig2_279180559
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Design

Understanding the organization and its context
Council is a complex business, and has significant external contexts under which it operates.  This is more 
prevalent now than ever with the global spread and impact of COVID-19 impacting across the world, but 
also impacting at a very local level.  The Standard includes “social, cultural, political, legal, regulatory, 
financial, technological, economic and environmental factors, whether international, national, regional or 
local”9 and each of these are relevant to Council’s business.

Internally, Council operates in a highly regulated environment, and that is reflected in many of the internal 
contexts identified.  In many ways, a regulated environment can be easier to implement frameworks such 
as this Risk Management Framework because roles, responsibilities, accountabilities and delegated 
authorities are very clear, and easy to communicate.

“Internal context may include, but is not limited to the vision, mission and values; governance, 
organisational structure, roles and accountabilities; strategy, objectives and policies; culture; standards 
and guidelines adopted by the organisation; capabilities, understood in terms of resources and knowledge 
(e.g. capital, time, people, intellectual property, processes, systems and technologies); data, information 
systems and information flows; relationships with internal stakeholders, taking into account their 
perceptions and values; contractual relationships and commitments.”10

Articulating risk management commitment
Our commitment to risk management is articulated in the governance structure whereby Council is the 
approval authority for all key risk documents such as the policy, appetite statement, framework, and action 
plan.  Review and approval of these documents provides Council with the appropriate oversight of risk 
within the organisation.  The full structure is outlined in the diagram on page 3 of this framework.

Assigning organizational roles, authorities, responsibilities and accountabilities
The roles and responsibilities for risk management are provided in the Local Government Act 2020, 
Council’s Committee Charters and Terms of Reference, and Positions Descriptions for staff.  They are 
fully documented in Section 7: Roles and Responsibilities within this framework.

Allocating resources
The Executive Manager Organisational Capability has overarching responsibility for risk management, and 
Council has a dedicated Risk and Safety Officer whose responsibility it is to facilitate the development of a 
culture of best practice in operational risk management and OH&S across the organisation. 

However, risk management is everybody’s responsibility at Council and this requires an ongoing 
awareness of the environment.  The Risk and Safety Officer assists teams with identification and 
assessment of their risks and development of risk registers.

Establishing communication and consultation
The newly created internal Risk Management Committee has a role in communicating and promoting a 
risk culture at Council.  This is in addition to the Health and Safety Committee and Wellbeing Committee 
who have specific roles in risk management around safety risk and people risk.

9 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p6
10 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p6
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To ensure risk management is communicating broadly across the organisation the Risk and Safety Officer 
provides items in the monthly staff newsletter to increase awareness, in addition to safety conversations at 
team levels and distributes the minutes of the Workplace Health and Safety Committee after they are held.

Implementation

The Council, through the Local Government Performance Reporting Framework, is responsible for 
identifying its strategic risks to Council’s operations, their likelihood and consequences of occurring and 
risk minimisation strategies for those risks.  The process develops a Strategic Risk Register.

The internal Risk Management Committee has the responsibility to promote a culture of proactive risk 
management by:

 actively identifying and assessing current and emerging risks and ensuring they are accurately 
reflected in the Operational Risk Register

 embedding a risk management culture across the organisation
 providing strategic advice on continual improvement of the management of risk.

The Risk and Safety Officer oversees operational risk, including occupational health and safety for the 
Council.

Evaluation

The Risk Management Policy and Risk Management Framework are subject to regular review to ensure 
they remain relevant for Council’s operations.  The Enterprise Risk Management Action Plan is subject to 
annual review to ensure completion of current actions and develop new actions to increase risk maturity at 
Council.

Improvement

Adapting
The newly created Risk Management Committee will have a role in assessing emerging risks from 
changes to the external and internal environment, and ensuring that risk assessments are undertaken for 
newly identified risks.

Continually improving
On 12 June 2019 Council adopted the Enterprise Risk Management Action Plan.  That plan identified a 
number of actions to increase Council’s risk management maturity under the headings of:

 Risk management framework
 Risk management process
 Risk culture.

There are 30 actions in the plan which are being progressively worked through. Progress is being reported 
back to Council via the Audit and Risk Advisory Committee.

The plan will be reviewed annually to ensure new actions are captured and monitored.  In the same way, 
the Risk Management Policy and this framework are subject to regular review to ensure they remain 
relevant for the Council.
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6. Process
“The risk management process should be an integral part of management 
and decision-making and integrated into the structure, operations and 
processes of the organization. It can be applied at strategic, operational, 
programme or project levels.”11   The elements of the Process are:

Communication and consultation

Communication of the risk management process is a fundamental part of 
best practice risk management and of an enterprise risk management 
framework.

Risk management is discussed across teams at an operational level, and through the Risk Management 
Committee which has a role in assessing the effectiveness of the various departments’ risk registers.

Scope, context and criteria

Defining the scope
The Council, through the Local Government Performance Reporting Framework, is responsible for 
identifying its strategic risks to Council’s operations, their likelihood and consequences of occurring and 
risk minimisation strategies for those risks.

The Risk Management Committee is responsible for assessing operating and project risks identified by 
different officers.  Council officers are responsible for identifying and assessing operational and project 
risks in their area of Council operations, and can call for assistance from the Risk and Safety Officer if it 
is required.

The Risk and Safety Officer is responsible for safety risk in the organisation, which is facilitated through 
the Health and Safety Committee which is responsible for physical safety.  The Wellbeing Committee is 
responsible for promoting wellbeing activities across the organisation that support the work of the 
Health and Safety Committee in emotional or mental health safety.

External and internal context
As risk identification, assessment, and analysis is undertaken at officer level, it is undertaken from 
knowledge about the internal and external context for that officer’s role and team’s operations.

Defining risk criteria
The Standard states “the organization should specify the amount and type of risk that it may or may not 
take, relative to objectives.12”  Council’s Risk Management Policy identifies the likelihoods and 
consequences for Council’s risks.

The consequence are set with consideration of Council’s not-for-profit environment, and have been 
informed by Standards Australia Limited/Standards New Zealand, HB266:2010 Guide for managing risk in 
not-for-profit organizations and identifies a number of consequence types that Council must consider.

11 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p9
12 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p10
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Risk assessment

Risk identification
Council has a number of processes and methods for identifying risks, which include:

Advice by staff to managers or Risk and Safety Officer which result in an incident 
report

Communication 
and awareness

Advice by community members to Council of a potential or actual risk which may 
result in an incident report
Tool box meetings for outdoor staff
Direct care staff and maternal and child health staff in-service meetings
Health and Safety Committee meetings
Wellbeing Committee meetings
Risk Management Committee meetings
Operational Leadership Team meetings

Meeting 
structure

Audit and Risk Advisory Committee meetings
Event Incidents or accidents that happen in the workplace or in the community environment 

that are reported to Council and investigated for root cause
Internal audit program, which is a risk based program focusing on new or 
emerging risks, identified on an annual basis, with scope to change priorities if 
needed
Insurance audits and WorkSafe safety audits

Audits

External (financial) audits.
Accreditation Aged Care Quality Standards, Visitor Information Centre accreditation
Reporting Reporting to the Department of Health and Human Services on how we are managing 

risk in accordance with ISO31000:2018MS
SWMS Safe Work Method Statements to assess job specific risks

Risk analysis
Informal risk analysis is undertaken daily by officers during their work.  Formal risk analysis is undertaken 
by officers inputting data into an electronic tool that records the risk, assesses its likelihood and 
consequences against the Risk Management Policy matrices, and assesses an inherent risk rating.  
Further analysis is then undertaken of controls and their effectiveness to calculate a residual risk rating.  
The risk analysis process is an input into the risk evaluation process.

Risk evaluation13

Risk evaluation involves considering the risk’s overall risk level. This allows determination of whether further 
risk treatment actions are required to bring the risk within the defined tolerance level. 

Risk may be tolerated if: 
 The level of risk is so low that specific treatment is not appropriate within available resources. 
 The risk is such that there is no treatment available. For example, the risk that a project might be 

terminated following a change of government is not within the control of an organization. 
 The cost of treatment, including insurance costs is so manifestly excessive compared to the benefit that 

acceptance of the risk is the only option. This applies particularly to lower ranked risks. 
 The opportunities presented outweigh the threats to such a degree that the risk is justified. 

13 Risk Evaluation and Risk Treatment words were provided courtesy of Linda McNeill, Director, Run the Risk and current Audit and Risk Advisory 
Committee member.
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Risk escalation processes are followed as set out in the table below:

Risk Level Escalation Level Required Timeframe Monitoring
Extreme Executive Team Immediate Weekly
High Relevant Director Within one week Monthly 
Medium Relevant Manager Within one month Bi-Monthly
Low Relevant Coordinator Within one month Quarterly

Risk Owners should consult with relevant internal stakeholders, such as the Risk and Safety Officer, to 
ensure that the risks evaluation process is robust. 

Risk treatment

Risk treatment involves identifying the range of options or controls for treating risk, assessing those 
options, preparing risk treatment plans and implementing them. Treatment actions are required where the 
current controls are not managing the risk within defined tolerance levels. Treatment options could involve 
improving existing controls and implementing additional controls. 

Possible risk treatment options include: Selection of risk treatment options
When treating risks, there are key questions to support process:

1. How will we maximise opportunities?
2. What can we do to manage these outcomes?
3. How resilient are we if something goes wrong?
4. Can we recover is a risk eventuates?

When determining the preferred treatment option, consideration should be given to the cost of the 
treatment as compared to the likely risk reduction that will result (cost benefit analysis). On selecting the 
preferred treatment option, the following should occur: 

 The cost of any actions should be incorporated into the relevant budget planning process
 A responsible person should be identified for delivery of the action, with this expectation being 

communicated to them
 A realistic due date should be set
 Performance measures should be determined.

Risk Owners must in consultation with relevant internal stakeholders, identify controls that can be used to 
mitigate the risk. Risk Owners are supported by the Risk Management Committee and Risk and Safety 
Officer.

Risk treatment options include:

Risk treatment Application of Risk Treatment
Avoid risk Decide not to start or continue with the activity that gives rise to the risk.

Change business process or objective so as to avoid the risk. This may include 
structured training and awareness, preventative maintenance, compliance 
programs, inspections, process controls, technical controls, testing, supervision, 
change contract conditions, project management, quality improvement, 
management and standards.
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Risk treatment Application of Risk Treatment
Reduce likelihood 
(take action)

Undertake actions aimed at reducing the cause of the risk. This may include 
contingency planning, design and/or safety features, engineering and/or 
structural barriers, contractual arrangements, disaster recovery plans and public 
relations.

Reduce consequence 
(take action)

Undertake actions aimed at reducing the impact of the risk.

Share or transfer risk Transfer ownership and liability to a third party. This may include commercial 
contracts and insurance.

Accept risk Accept the risk. Where risk cannot be eliminated or reduced, and after taking 
reasonable steps, specific treatment plans (contingencies) must be put in place 
to manage the consequences of the risks should they occur

Take risk Pursue an opportunity that falls within Council’s risk appetite

Preparing and implementing risk treatment plans
A risk mature organisation will have risk treatment plans formalised in the risk assessment process.  
Council has not matured to that extent as yet, but this will be a continuous improvement activity that will be 
embedded through the work of the Risk Management Committee.

Risk treatment plans provide documentation of corporate assumptions and actions which helps during 
reassessment of risks in identifying the rationale for why a risk treatment was selected.  

Monitoring and review

In addition to being an important continuous improvement activity, monitoring and review of the risk 
register ensures that risk assessments and treatments are still current for the objectives of the Council.  
The Council will monitor strategic risks and the internal Risk Management Committee will monitor 
operational risks.  

Recording and reporting

The governance framework for risk management ensures that reporting is provided up to the Council 
through the committee structure that includes the Health and Safety Committee, Risk Management 
Committee, and the Audit and Risk Advisory Committee.

Near Misses, Hazards, and Incidents
Reporting of near misses, hazards, and incidents is currently a manual process.  Council is waiting on 
Technology One (corporate software provider) to provide workflows in the Safety Module so that this 
software can be used, and actions generated from the entry created that will be assigned to the relevant 
supervisor and manager.

Each near miss or incident reported on the current manual system is investigated by the Risk and 
Safety Officer to assign mitigating actions, and provided to the manager for review of mitigating actions.

Each incident is reported to the Health and Safety Committee at its next meeting for review.

There is mandatory reporting to the Department of Education and Department of Health and Human 
Services for certain incidents relating to service delivery in children’s services and aged services.

Risks
All risks identified through the various avenues are documented on Council’s corporate system “Pulse” 
at which time they are assigned to a Risk Owner, for a risk assessment based on likelihood and 
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consequence criteria set out in Council’s Risk Management Policy.  Current controls are documented 
and the system identifies the inherent risk and residual risk resulting from the controls.

It is these operational risks that will be reviewed by the Risk Management Committee periodically.  
This information will also be provided to the Executive Team each quarter.

7. Roles and Responsibilities
Risk management is an integral part of an organisation’s governance structure, and exists to ensure 
that the organisation achieves its objectives. It is therefore, aligned to performance management.  
Every member of the organisation has a responsibility to manage risk.

Council

Although risk management is a day to day responsibility of the staff, as the governing body of 
the organisation, the Council is ultimately responsible for risk management.

The reporting structure ensures that Council is provided with regular reports on risk management 
via the Audit and Risk Advisory Committee report which is presented to Council following each 
quarterly Audit and Risk Advisory Committee meeting.

Under the Local Government Performance Reporting Framework Council has the responsibility of 
producing six-monthly reports on strategic risks to Council’s operations, their likelihood and 
consequence of occurring, and risk minimisation strategies.

Audit and Risk Advisory Committee

The Audit and Risk Advisory Committee is an independent advisory committee to Council. The Audit 
and Risk Advisory Committee Charter outlines the committee’s responsibilities, of which risk 
management is one. 

A summary of every Audit and Risk Advisory Committee meeting is provided to the Council. Every 
Committee meeting agenda includes some aspect of risk management, particularly in relation to 
workplace health and safety, outstanding audit actions that have been identified through internal 
audits to mitigate risks, updates on the actions in the Enterprise Risk Management Action Plan, and 
sector reports from Local Government Inspectorate, Auditor-General Victoria, Ombudsman Victoria 
and the Independent Broad-Based Anti-Corruption Commission.

This provides Council with the opportunity to discuss and identify the risks that could prohibit Council 
from achieving its objectives.

Risk Management Committee

The Risk Management Committee Terms of Reference outlines the committee’s responsibilities.  As a 
new committee, the Terms of Reference may evolve over time.

The Terms of Reference indicates a number of responsibilities.  The one that captures the overarching 
role of the committee is “Overseeing the adequacy and effectiveness of Council's risk management 
framework in identifying and managing known and emerging key operational risks.”
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Executive Team

To confirm Council’s commitment to risk management, the Executive Team, comprising the Chief 
Executive Officer and two directors, are provided with quarterly reports around Council’s risk 
registers.  This ensures that they are aware of new and emerging risks and understand the current 
status of risks and resourcing requirements to mitigate risks across the Council.

They are also informed of Extreme (Executive Team) and High (Relevant Director) risks as they are 
identified, and will be provided with regular reports of mitigation activities for those risks.

Leadership Team

As well as having risk management responsibilities in their own right, managers have the added 
responsibility of ensuring that their staff are aware of their risk management responsibilities and act in a 
safe and responsible manner.

Executive Manager Organisational Capability

The overarching coordination of risk management for Council lies with the Executive Manager 
Organisational Capability, who has a key role in developing and reviewing risk management 
documentation, facilitating the Audit and Risk Advisory Committee, and managing outstanding actions 
resulting from internal audit reviews which identify risk mitigation activities.

Risk and Safety Officer

The Risk and Safety Officer has responsibility for operational risk and workplace safety, and 
undertakes significant work in ensuring that safety hazards, near misses and incidents are 
managed, in addition to providing advice to managers in identifying and assessing risks for their 
areas of the organisation, and assisting the Executive Manager Organisational Capability in 
developing and reviewing risk management documentation.

Staff, contractors and volunteers

Staff
The induction process for staff articulates Council’s commitment to provide a safe environment for staff, 
the community, and travelling public. To support this commitment, every Position Description developed 
for Council staff includes a standard safety clause.  Staff in particular roles will be responsible for 
managing risks inherent in their area of work.

Contractors
Council will not engage contractors unless they have been verified through a process that includes 
providing certificates of currency for insurances, and depending on the level of risk associated with 
their activities, evidence of safety systems.

In addition to providing the above information Contractors (including their sub-contractors) are 
required to have completed Council's on-line general OH&S induction of independent contractors’ 
course prior to commencing work.
This provides some certainty that contractors being engaged have the same level of commitment to a 
safe working environment, particularly as many of our contractors work in the open around community 
and the travelling public.
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Volunteers
Volunteers are engaged for the delivery of a range of services to the community.  We are developing a 
framework under Volunteering Australia’s National Standards for Volunteer Involvement Tool, which is a 
best practice framework to support volunteers and the organisations they support.

Part of that framework is a structured program that is consistently applied across the organisation.  At the 
moment, volunteers are inducted into the respective departments they are supporting.

Community Asset Committees

Community Asset Committees are created under Section 65 of the Local Government Act 2020 
(formally Section 86 of the Local Government Act 1989). They exist to undertaken functions, duties or 
powers on behalf of Council.  Council officers are available to meet with committees on request to 
provide information and support. 

Community Asset Committees are bound by an Instrument of Delegation which documents their 
functions, duties, or powers that they undertake on behalf of Council. Committees are advised that they 
must operate within their delegation to be afforded public liability protection by Council.  For those 
committees undertaking any functions or hiring of facilities, the delegation clearly states their 
responsibility to ensure third parties have the appropriate public liability insurances.

8. Definitions of Abbreviations and Terms Used

Definition or Term Details
Council The group of elected Councillors operating in their official capacity as the 

governing body of the organisation.
Risk Management 
Committee

An internal committee of key stakeholders with responsibilities to identify and 
assess emerging risks and assess current risks based on the current 
environment.

Risk Owner The officer assigned responsibility for assessing and managing a specific risk.

9. Review
All risk management documentation is reviewed regularly to ensure it is still current for Council 
activities.  This framework, as a newly created document, will be subject to an annual review in the first 
instance, which will then be extended to a periodic review after its currency has been tested.
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Section A: Background Report

1. Executive summary
Introduction
Mount Alexander Shire Council has developed a risk management system in line with ISO 31000:2018, 
the Australian Standard for risk management, to manage risks across the Council.

The definition of risk in ISO 31000:2018 is “effect of uncertainty on objectives.”1  The Standard further 
notes “An effect is a deviation from the expected. It can be positive, negative or both, and can address, 
create or result in opportunities and threats.”2

It is important to note the link between strategy and risk, and how they interact.  Most strategy-selection 
processes do consider risk. Usually, however, those risks are considered in relation to their potential 
effect on the ability to execute the strategy.”3

Strategic context
Council’s Vision in the 2017-2021 Council Plan is Mount Alexander: innovative, creative, connected.

The strategic objectives are held under the pillars of Our People, Our Place, and Our Economy.

Our People

 Socially connected, safe and inclusive communities 
 Local services that support the needs of our community 
 Improved health and wellbeing 
 A welcoming place for all

Our Place

 Well managed assets for now and into the future 
 A clean and green community 
 Well planned for growth

Our Economy

 A creative and innovative economy 
 Great opportunities for education and technology 
 An innovative and sustainable organisation.

This strategic risk report is focused on those things that could impact delivery of the strategic 
objectives. 

1 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p1
2 Standards Australia Limited, ISO Australian Standard 31000:2018 Risk Management – Guidelines, p1
3 https://www.pwc.com/gx/en/services/advisory/consulting/risk/resilience/connecting-risk-and-strategy-in-the-coso-erm-framework.html, Accessed 
16 April 2020

https://www.pwc.com/gx/en/services/advisory/consulting/risk/resilience/connecting-risk-and-strategy-in-the-coso-erm-framework.html
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Legislative context
Council’s responsibility for risk management is identified in the Local Government Act 2020 which 
states:

 Section 9(2)(c): A Council must in the performance of its role give effect to the overarching 
governance principles, including the economic, social and environmental sustainability of the 
municipal district, including mitigation and planning for climate change risk.

 Section 29(1): A Council must establish an Audit and Risk Committee.
 Section 29(3)(b)(i): An Audit and Risk Committee must consist of majority of members who are 

not Councillors of the Council and who collectively have expertise in financial management and 
risk.

 Section 30(2)(c): The Audit and Risk Committee Charter must specific the functions and 
responsibilities of the Audit and Risk Committee including monitor and advice on risk 
management and fraud prevention systems and controls.

Council has an active Audit and Risk Advisory Committee in accordance with the Act that has 
delegated oversight for the risk management function of Council, and provides important advice to 
Council on risk management documents and activities.

Council has further responsibilities under the Local Government (Planning and Reporting) Regulations 
2014 (Regulations) which outlines annual reporting requirements for Council.  Part of the requirements 
are the Local Government Performance Reporting Framework (LGPRF).  The indicators within LGPRF 
are reported Council’s Annual Report.

Section 12 (Governance and management checklist) of the Regulations states: 

For the purposes of 131(3)(a)(ii) of the Act— 

a) the prescribed governance and management checklist is set out in column 1 of Schedule 1; 
b) the prescribed form of the results of Council's assessment against the prescribed governance and 

management checklist is set out in column 2 of Schedule 1. 

Item 19 of the Governance and Management Checklist in Schedule 1 is the requirement for risk 
reporting which includes “six-month reports of strategic risks to Council’s operations, their likelihood 
and consequences of occurring and risk minimisation strategies” under LGPRF.

2. Strategic and operational risks
A strategic risk is something that is unplanned and if it occurs forces a change to the strategic direction 
of the Council.  The responsibility of Strategic risk management is assigned to Councillors as it relates 
to achievement of strategic objectives in the Council Plan.

Strategic risk is different to operational risk; operational risk is something that would impact the 
organisation’s ability to achieve the current strategy, and is managed within the organisation.

A list of strategic risks have been identified as relating to delivery of the strategic objectives of Council, 
and form the Strategic Risk Register which is attached to this report.
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3. Assessment of Risks
In accordance with LGPRF, Council is required to assess its strategic risks every six months, including 
their likelihood and consequences of occurring and risk minimisation strategies.

The likelihood and consequences are identified in the Risk Management Policy.  Appendix A is the 
Threat Consequence Table, Appendix C is the Likelihood Table, and Appendix D is the Threat Risk 
Matrix.  The Threat Risk Matrix is the result of assessing likelihood by consequence across the various 
consequence types in Appendix A.

Inherent and Residual Risks

The first level of assessment of each of the strategic risks is inherent risk; the second level of 
assessment is residual risk.  Inherent risk “is commonly defined as “the risk without considering internal 
controls” or alternatively “a raw risk that has no mitigation factors or treatments applied to it.”  Residual 
risk on the other hand is commonly defined as “the level of risk remaining after controls have been 
applied.”  Therefore, the difference between inherent risk and residual risk is the controls that are in 
place to reduce or mitigate the risk.

Controls

To provide a rigorous approach to assessing the effectiveness of controls a matrix has been developed 
that provides a weighted average of the control rating (excellent control through to non-existent control) 
across the control significance (extreme significance through to insignificant).  The matrix considers 
how impactful a control is or will be if implemented.  The matrix is based on the following criteria:

Indicators Control Rating Score Control 
significance Score

 Negligible control gaps. Controls treat the root 
causes of the risks. Controls eliminate the risk. All 
controls are well designed for the risk. Many lines of 
defence. Critical controls are quality assured.

Excellent 
controls

5 Extreme 
significance

5

There are a few control gaps. A few controls rely on 
procedural compliance. Several lines of defence. Most 
controls are well designed for the risk. Risk to health 
and safety is reduced as far as is reasonably 
practicable.

Good controls 4 Major 
significance

4

There are some control gaps. Some controls rely on 
procedural compliance. A few lines of defence. Risk 
to health and safety is likely to be reduced as far as is 
reasonably practicable.

Fair controls 3 Moderate 
significance

3

There are many control gaps. Most controls rely on 
procedural compliance. Single line of defence. Risk to 
health and safety may not be reduced as far as is 
reasonably practicable.

Poor controls 2 Minor 
significance

2

No effective controls are in place. Risk to health and 
safety is not reduced as far as is reasonably 
practicable.

Non-existent 
controls

1 Insignificant 1
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Further implementation of controls

The Strategic Risk Register, in addition to identifying the effectiveness of current controls, provides an 
assessment of the benefit and effort required if mitigation continues or is introduced across a risk. 

Although this is a subjective assessment, it will provide some insight into where effort could be applied 
in the future for the most benefit.

It should be noted, for some strategic risks, even the best controls may not mitigate the overall impact.  
e.g. a major flood or bushfire.  

4. Review
In accordance with LGPRF, Council is required to assess its strategic risks every six months.  This 
document will be reviewed on a six-monthly cycle, firstly through the Audit and Risk Advisory 
Committee, and then through Council.  To fit with the reporting cycle for the Annual Report the review 
process will be undertaken as follows:

Audit and Risk Advisory committee August February
Council October April

Regular review will provide opportunity to assess the current external context to identify any new or 
emerging strategic risks.  It will also enable strategic opportunities to be included as they are identified.
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Section B: Analysis of Strategic Risks
Ideally the analysis of strategic risks would be undertaken via consultation with key stakeholders.  It 
was planned to undertake consultation via a workshop with the Councillors and seeking feedback from 
the Audit and Risk Advisory Committee.  Due to timing of the requirement of LGPRF to provide the 
Council with strategic risks every six months, this report has been developed without such a workshop.  

It is acknowledged that there will be varying views about this initial assessment, particularly around the 
risks included on the register and the assessment of the inherent and residual risks.  They are quite 
subjective, and opinions will vary as to how reflective they are of the current state.  

Each aspect of the Strategic Risk Register can and will be refined during the first workshop early in 
2021 where additional strategic risk will be considered, before presentation to the Audit and Risk 
Advisory Committee for consideration and endorsing February, and returning to Council for adoption in 
April.

1. Climate change risk4 5

Strategic Context:

Our People: Local services that support the needs of our community
Our People: Improved health and wellbeing
Our Place: Well managed assets for now and into the future
Our Place: A clean and green community
Our Economy: A creative and innovative economy
Our Economy: An innovative and sustainable organisation.

“Climate change has at times been viewed with scepticism in Australia and…attitudes have been 
somewhat ambivalent. Yet this is changing as Australian businesses are increasingly compelled to 
respond to the growing focus on sustainable development and climate action.”6

Council’s response to climate change was formalised on 17 December 2019 at the Ordinary Meeting of 
Council when a climate emergency was declared.  The resolution that was carried stated:

1. That Mount Alexander Shire Council acknowledges that:

a. Urgent and continuing action is needed to address the current and future impacts of 
climate change on the health, economy and wellbeing of the people of the Mount 
Alexander Shire and to its environment.

4 Governance Institute of Australia, “Climate change – risk and reporting for boards and management” Presentation, 6 February 2020, p11-12
5 Minter Ellison, Climate Risk Financial Reporting and Disclosure – Understanding New Obligations and Liabilities for Councils Presentation, 25 
November 2019
6 https://aicd.companydirectors.com.au/advocacy/governance-leadership-centre/external-environment/climate-change-a-growing-focus-for-boards:  
Accessed: 12 September 2019

https://aicd.companydirectors.com.au/advocacy/governance-leadership-centre/external-environment/climate-change-a-growing-focus-for-boards
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b. All parts of our community, including Council, will need to act over many years to 
reduce emissions, to adapt to our changing environment and to managing the 
predicted increasing number and intensity of emergencies. 

c. There is significant expertise and goodwill within our communities that has been 
offered to Council, as identified in the open council briefing held on 9 December 2019.

2. That Mount Alexander Shire Council will act on the urgency by:

a. Declaring a climate emergency.
b. Approving and implementing a roadmap that will lead to zero net emissions for Council 

operations by 2025, ensuring that all actions are informed by cost-benefit analyses to 
ensure that Council invests in actions with the best returns while maintaining its 
services and a sustainable long term budget.

c. Integrating a climate change lens into Council’s design and construction of 
infrastructure, the planning and implementation of services and the development of 
policies and strategies.

d. Identifying the best ways to engage with the expertise and enthusiasm of our 
communities.

e. Working with our communities to help reduce our community’s greenhouse gas 
emissions and increase our ability to adapt to climate change, including in the 
development of Council’s next climate change strategy.

The complexity with climate change is that there is no historic data to inform decision making and next 
steps about mitigating risks.  Best practice suggests stress testing across various scenarios is an 
appropriate way to approach strategies to mitigate risk, and this would be a suitable for a risk mature 
organisation.

For now, it is recognised that climate change can impact Council’s operations and the community in 
many ways.  The following risks have been identified and assessed in response to climate change:

Risk Statement: Adapting to the physical impacts of climate changeng

The increase and severity of climate events such as heat, flood, and storm, may lead to a change in 
the operations of Council to accommodate wetter and drier soils and the impact they have on 
infrastructure and building assets.

Inherent Risk 
Likelihood Consequence Risk Assessment
4: Likely 5: Extreme: Financial impact: >$1M 20 Extreme
Residual Risk
Likelihood Consequence Risk Assessment
4: Likely 5: Extreme: Financial impact: >$1M 20 Extreme
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Current Controls

The current controls have been assessed as FAIR.  In order to improve those assessments, the 
following strategies could be implemented:

Climate Change Emergency Declaration Actions: 
 Delivery of actions identified in the climate change emergency declaration.

Potential Future Controls

As work around declaration of the climate change is early, the following actions have been suggested 
from within the organisation:

 Engagement of environmentally sustainable design practitioners to introduce new methods and 
practices

 Exploration of alternate products such as permeable surfaces in urban design
 Drought proofing playing surfaces and community facilities with water saving initiatives
 Future strategic plans to incorporate a climate change impact into the action plans to identify 

how the strategy and its actions can be implemented with the least impact on climate change
 Investigate the legal aspect of force majeure7 in contracts relating to climate change risks
 Integration of climate risk into our operational processes through education and communication 

across the organisation, led by a climate change subject matter expert
 Assess critical supply chain items and understand any impact from climate change risk
 Implement innovative design into planning of new infrastructure that assists with climate change 

risk mitigation.

7 Force majeure is a common clause in contracts that essentially frees both parties from liability or obligation when an extraordinary event or 
circumstance beyond the control of the parties, such as a war, strike, riot, crime, epidemic or an event described by the legal term act of God, 
prevents one or both parties from fulfilling their obligations under the contract. In practice, most force majeure clauses do not excuse a party's non-
performance entirely, but only suspend it for the duration of the force majeure, https://en.wikipedia.org/wiki/Force_majeure, Accessed 2 June 2020

https://en.wikipedia.org/wiki/Contract
https://en.wikipedia.org/wiki/Legal_liability
https://en.wikipedia.org/wiki/War
https://en.wikipedia.org/wiki/Strike_action
https://en.wikipedia.org/wiki/Riot
https://en.wikipedia.org/wiki/Epidemic
https://en.wikipedia.org/wiki/Act_of_God
https://en.wikipedia.org/wiki/Force_majeure
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Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
Climate change declaration by Council on 
17 December 2019: (2b) Approving and 
implementing a roadmap that will lead to 
zero net emissions for Council operations 
by 2025, ensuring that all actions are 
informed by cost-benefit analyses to 
ensure that Council invests in actions with 
the best returns while maitaining its 
services and a sustainable long term 
budget.

Fair 3 Major 4 12 H H

Climate change declaration by Council on 
17 December 2019: (2c) Council's climate 
emergency declaration included an action: 
Integrating a climate change lens into 
Councils design and construction of 
infrastructure, the planning and 
implementation of services and the 
development of policies and strategies.

Fair 3 Major 4 12 H H

Roadmap to Carbon Neutrality 2020-2025: 
A dedicated Climate Change Coordinator is 
informing the organisation through work to 
develop the Roadmap to Carbon Neutrality 
2020-2025

Good 4 Moderate 3 12 H M

Climate change forums: Opportunities for 
Councillors and staff to attend forums 
around climate change risk and climate 
change adaptation.

Good 4 Moderate 4 16 H L

Total 52
             3.47 

Control Fair
Weighted average 
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Risk Statement: Adapting to the economic and social impacts of climate change

The increase and severity of climate events such as heat, flood, and storm, may lead to economic 
and social impacts on the community.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 3: Reputation: Moderate: Moderate sensitivity / 

damage to reputation.
3: Social: Ongoing localised disruption to social 
wellbeing.  

9 Medium

Residual Risk
Likelihood Consequence Risk Assessment
3: Possible 2: Reputation: Minor sensitivity / damage to 

reputation.
2: Social: Minor: Temporary localised disruption 
to social wellbeing.  

6 Medium

Current Controls

The current controls have been assessed as FAIR.  In order to improve those assessments, the 
following strategies could be implemented:

Integrated Water Management Forums: 
 Develop Integrated Water Management Plans for all towns in the Shire.
 Advocate Council’s needs at the IWM Forums.
 Review Council policies implemented to support the community as a result of climate change.

Potential Future Controls

As work around declaration of the climate change is early, the following actions have been suggested 
from within the organisation:

 Assess valued assets that make the Shire a desirable and viable place to live and work and 
identify strategies to protect them

 From the community spirit identified through the COVID-19 pandemic, build on community 
resilience to facilitate the community further connect and growth to support each other during 
events which impact broadly

 Climate change is noted as one of four key priorities in the development of the 2021-2025 
Municipal Health and Wellbeing Plan.



Strategic Risk Report as at 30 September 2020

12 | P a g e

Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
Involvement in the Integrated Water 
Management (IWM) Forums in the region 
and development of Integrated Water 
Management Plans for all towns in the 
Shire, which “provides a consistent 
process for collaborative integrated water 
management planning with clear roles and 
responsibilities to deliver effective urban 
water management, including water 
supply, wastewater, flood resilience, urban 
waterway health and management of 
public spaces.”[1]

Fair 3 Major  4 12 H H

Development of Public Health and 
Wellbeing Plans Good 4 Moderate  3 12 H M

Council’s active emergency management 
framework Excellent 5 Moderate  3 15 H M

Development and maintenance of 
Vulnerable Persons’ Register Good 4 Moderate  3 12 H M

Support for environmental groups such as 
Landcare and Connecting Country to 
continue their work in protecting the 
environment, recognising the importance of 
the environment on the desirability to live 
and visit the region, and to support outdoor 
activities such as mountain biking, hiking, 
walking, etc.

Good 4 Moderate  3 12 H M

The Economy and Culture Team support 
businesses, including the agriculture and 
horticulture sector, in business 
development and exploring alternate 
models to suit the current environment

Good 4 Moderate  3 12 H H

Provision of key government resources for 
community members seeking business 
support on Council’s website

Good 4 Moderate  3 12 H M

Provision of mental health and wellbeing 
resources for community members 
seeking support on Council’s website

Good 4 Moderate  3 12 H M

Council policies to support financial 
hardship of the community Good 4 Moderate  3 12 H M

Total 111
             3.96 

Control Fair
Weighted average 
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Risk Statement: Adapting to the community expectations of climate change response

A misalignment between the community’s expectations of Council’s response to climate change and 
Council’s actions could lead to reputational risk for Council.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 4: Major: Reputation: High sensitivity / damage to 

reputation
12 High

Residual Risk
Likelihood Consequence Risk Assessment
3: Possible 3: Moderate: Reputation: Moderate sensitivity / 

damage to reputation
9 Medium

Current Controls

The current controls have been assessed as POOR.  In order to improve those assessments, the 
following strategies could be implemented:

Climate Change Emergency Declaration Actions: 
 Delivery of actions identified to in the climate change emergency declaration.

Community Engagement Policy:
 Implement the Community Engagement Framework (that sits with the Community Engagement 

Policy) and use it to leverage the community’s expertise to drive climate change actions.

Annual Report:
 Develop an Annual Report for the first year of the Roadmap and communicate its progress.

Procurement Policy:
 Develop the preferred supplier list based on the principles in the Procurement Policy.

Levee Banks:
 Implement levee banks in critical sites within the Shire.
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Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
A Council Resolution at the Ordinary 
Meeting of Council on 17 December 2019 
declaring a climate emergency. (1c) There 
is significant expertise and goodwill within 
our communities that has been offered to 
Council, as identified in the open Council 
briefing held on 9 December 2019.

Fair 3 Major  5 15 H H

A Council Resolution at the Ordinary 
Meeting of Council on 17 December 2019 
declaring a climate emergency. (2d) 
Identifying the best ways to engage with the 
expertise and enthusiasm of our 
communities.

Fair 3 Major  5 15 H H

A Council Resolution at the Ordinary 
Meeting of Council on 17 December 2019 
declaring a climate emergency. (2e) 
Working with our communities to reduce 
our community's greenhouse gas 
emissions and increase our ability to adapt 
to climate change, including in the 
development of Council's next climate 
change strategy.

Fair 3 Major  5 15 H H

Council’s focus on climate change is 
provided in the Council Report Template 
which has a requirement to document the 
climate change impact on the decision that 
Council is being asked to make.

Good 4 Minor  2 8 L L

A Public Transparency Policy will be 
adopted by Council that will outline how we 
will communicate and be open about our 
decision making processes.

Non-existent 1 Minor 2 2 L L

A Community Engagement Policy will be 
adopted by Council that will outline how we 
will engaged with the community on 
matters.

Poor 2 Minor 2 4 H M

An annual report of the Roadmap to 
Carbon Neutrality 2020-2025 progress to 
the Council and the community.

Poor 2 Major 5 10 H M

 Section 3.4.3 of the Procurement Policy 
(Environmental Sustainability) states 
Council is committed to reaching zero net 
emissions for its own operations by 2025.  
As part of this effort, Council will give 
preference to suppliers who have set 
similar goals, in order to reduce the indirect 
impact of our goods, services, and works 
and can clearly demonstrate the ability to 
deliver environmentally preferable and 
“value for money” outcomes.
This is a strengthening of the language for 
Council’s suppliers in relation to 
environmental sustainability.

Good 4 Moderate  4 16 H M
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Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
Active community planning groups 
throughout the Shire Good 4 Moderate  4 16 M L

Levee banks are being developed for 
Newstead and Campbells Creek Poor 2 Major 5 10 H H

ZNET Community Transition Plan Project 
will develop a master plan for community 
driven climate change projects.

Fair 3 Moderate  4 12 H L

Total 93
             2.86 

Control Poor
Weighted average 
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Risk Statement: Adapting to implementation of government policy regarding emission 
reduction

A change in Government Policy to mandate carbon emission reduction in local government may 
result in the need to change the way Council operates.

Inherent Risk 
Likelihood Consequence Risk Assessment
4: Likely 3: Moderate: Reputation: Moderate sensitivity / 

damage to reputation
4: Major: Financial: $250K to $1M

16 High

Residual Risk
Likelihood Consequence Risk Assessment
4: Likely 3: Reputation: Moderate sensitivity / damage to 

reputation
4: Major: Financial: $250K to $1M

16 High

Current Controls

The current controls have been assessed as POOR.  In order to improve those assessments, the 
following strategies could be implemented:

Climate Change Emergency Declaration Actions: 
 Delivery of actions identified to in the climate change emergency declaration.

Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
Council’s climate emergency declaration 
included an action: Approving and 
implementing a roadmap that will lead to 
zero net emissions for Council operations 
by 2025, ensuring that all actions are 
informed by cost-benefit analyses to 
ensure that Council invests in actions with 
the best returns while maintaining its 
services and a sustainable long term 
budget.

Fair 3 Major 4 12 H H

All Victorian local governments are invited 
to make pledges towards the Victorian 
government’s commitment to be carbon 
neutral by 2050 

Non-existent 
controls

1 Extreme 5 5 M L

Involvement in DEWLP’s ADAPT Loddon 
Mallee project which brings together 
individuals and groups from across the 
region to learn, share knowledge, and build 
networks to support communities in 
becoming climate ready.

Good 4 Moderate  3 12 H M

Street lighting project through the Central 
Victorian Greenhouse Alliance Good 4 Moderate  3 12 H L

Total 41
             2.73 

Control Poor
Weighted average 
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2. Business continuity event
A business continuity event is any event external to Council that disrupts business.  It can be in the 
form of a natural disaster such as bushfire or flood, or a more isolated event such as a long term power 
outage, which could be caused from a storm or other natural event, or human intervention such as 
terrorism, or a significant vehicle accident that causes localised power outages.  For the purposes of 
strategic risk assessment, the definition of a business continuity event has been restricted to natural 
disaster which is normally a longer term impact than an isolated event such as a vehicle accident.

It should be noted that Council will ordinarily not be the lead agency in an emergency management 
event, and will be guided by the lead agency in managing the event.

Strategic Context:

Our People: Local services that support the needs of our community
Our Place: Well managed assets for now and into the future
Our Economy: An innovative and sustainable organisation.

Risk Statement: Natural Disaster

The increase and severity of climate events such as heat, flood, and storm may result in business 
disruption for Council and the community.

Inherent Risk 
Likelihood Consequence Risk Assessment
5: Almost certain: 4: Major: Operations: Long term  disruption in 

standard or breadth of services (over 1 and less 
than 3 financial years)
5: Extreme: Social: Widespread long term 
impact on social wellbeing
5: Extreme: Financial: >$1M

25 Extreme

Residual Risk
Likelihood Consequence Risk Assessment
5: Almost certain: 3: Moderate: Operations: Medium term 

disruption in standard or breadth of services (1 
financial year)
4: Major: Social: Ongoing widespread disruption 
to social wellbeing 
5: Financial: >$1M

20 Extreme

Current Controls

The current controls have been assessed as FAIR for business recovery and GOOD for community 
recovery.  In order to improve those assessments, the following strategies could be implemented:

Business Continuity Plans: 
 Review the Business Continuity (BCP) to build in learnings from COVID-19
 Socialise the Aged Care BCP that is mandated by Commonwealth Government
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 Undertake a business continuity exercise to test the plan and understand how effective it would 
be during a real event.

Generator:
 Purchase a generator for the Civic Centre Building.

Municipal Fire Prevention Plan:
 Review the plan to ensure it is fit for purpose for Council.

Municipal Heatwave Plan:
 Review the plan to ensure it is fit for purpose for Council.

Municipal Emergency Flood Plan
 Review the plan to ensure it is fit for purpose for Council.

Levee Banks:
 Implement levee banks in critical sites within the Shire.

Business Recovery Controls

Community Recovery Controls

Community recovery controls are on the following pages.

Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
A Business Continuity Plan has been 
developed to manage any disruption to 
business.

Good 4 Major  4 16 H M

Each team developed a Business 
Continuity Plan for its own activities Good 4 Major  4 16 H M

A generator has been purchased to power 
the Town Hall building in the event of power 
failure

Excellent 5 Major 4 20 H L

A generator has been purchased to power 
the Castlemaine Depot in the event of 
power failure.

Excellent 5 Major 4 20 H L

There are plans to purchase a generator 
for the Civic Centre building to allow for 
continuation of business in a power failure.

Non-Existent 1 Major 4 4 H L

Total 76
             3.80 

Control Fair
Weighted average 
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Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
Staff are trained in emergency 
management roles and can provide 
support and resources to the Emergency 
Management Coordinator and Business 
Continuity Committee.

Good 4 Moderate  3 12 H H

The Municipal Association of Victoria 
mutual aid to Councils in times of need 
during an emergency management event.

Excellent 5 Moderate  3 15 M L

Emergency Management Coordinator 
assists with the management, delivery and 
coordination of Council's responsibilities in 
the planning, preparation, response and 
recovery functions and statutory 
requirements in accordance with the 
Emergency Management Act 1986. 
Emergency Management Act 2013 and 
the Country Fire Authority Act 1958.  

Excellent 5 Moderate  3 15 H M

The Municipal Emergency Management 
Plan assists councils to coordinate the 
return to normal services, an identifies the 
Municipal Emergency Resource Officer 
and Municipal Recovery Manager which 
are both legislated roles under the 
Emergency Management Act 1986.

Excellent 5 Major 4 20 H H

An adopted Municipal Fire Prevention Plan Good 4 Moderate   3 12 H M
 Council is a member of the Northern 
Victorian Emergency Management Cluster 
(NVEMC) (with Bendigo, Loddon, Central 
Goldfields and Campaspe).  The Cluster is 
legislated under the Emergency 
Management Act 1986, which states:
• Section 21(4): The function of a municipal 
emergency planning committee is to 
prepare a draft municipal emergency 
management plan for consideration by the 
municipal council. 
• Section 21(5): A municipal emergency 
planning committee must give effect to any 
direction or guidelines issued by the 
Minister. 
Section 21(6): Subject to the regulations, a 
municipal emergency planning committee 
may determine its own procedures.

Excellent 5 Major  4 20 H H

The Northern Victorian Emergency 
Management Cluster developed the 
Northern Victorian Integrated Emergency 
Management Plan. The objective of the 
plan is “to detail the agreed arrangements 
for the mitigation and prevention of, 
preparedness for, response to, and the 
recovery from emergencies as identified in 
Part 4 of the Emergency Management Act 
1986, Emergency Management Act 2013 
and other relevant legislation, which could 
potentially occur in any of the five 
participating councils’ boundaries.”

Excellent 5 Major  4 20 H H
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Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
A township risk analysis has been 
developed from a municipal fire prevention 
perspective.

Excellent 5 Moderate  3 15 H H

An operating Municipal Fire Management 
Planning Committee made up of Council 
and agencies

Excellent 5 Moderate  3 15 H M

Municipal Emergency Flood Plan Good 4 Moderate  3 12 M M
Municipal Heatwave Plan Good 4 Moderate  3 12 M M
Levee banks are being developed for 
Newstead and Campbells Creek Poor 2 Major  5 10 H H

Total 178
             4.34 

Control Good
Weighted average 
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3. Pandemic
“An epidemic is an outbreak of disease that spreads quickly and affects many individuals at the 
same time. A pandemic is a kind of epidemic: one which has spread across a wider geographic 
range than an epidemic, and which has affected a significant portion of the population.”8

It should be noted that Council will ordinarily not be the lead agency in a pandemic event, and will be 
guided by the lead agency in managing the event.

Strategic Context:

Our People: Socially connected, safe and inclusive communities
Our People Improved health and wellbeing
Our Place: Well managed assets for now and into the future
Our Economy: An innovative and sustainable organisation.

Risk Statement: Occurrence of Pandemic 

The incidence of a pandemic may result in business disruption for Council and social and economic 
disruption for the community.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 4: Major: Interruption of multiple services for 

longer than the maximum outage time.
4: Major: Social: Ongoing widespread disruption 
to social wellbeing. 
3: Moderate: $100K to $1M

12 High

Residual Risk
Likelihood Consequence Risk Assessment
3: Possible 4: Major: Interruption of multiple services for 

longer than the maximum outage time.
4: Major: Social: Ongoing widespread disruption 
to social wellbeing.  
3: Moderate: $100K to $1M.

12 High

Current Controls

The current controls on the next page have been assessed as GOOD.  In order to improve that 
assessment, the following strategies could be implemented:

Pandemic Coordinator: 
 Assess Pandemic Coordinator role during COVID-19 and document the learnings.

Business Continuity Coordinator: 
 Assess Business Continuity Coordinator role during COVID-19 and document the learnings.

8 https://www.merriam-webster.com/dictionary/pandemic, Accessed 4 May 2020

https://www.merriam-webster.com/words-at-play/epidemic-vs-pandemic-difference
https://www.merriam-webster.com/dictionary/pandemic
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Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
Emergency Management Coordinator 
assists with the management, delivery and 
coordination of Council's responsibilities in 
the planning, preparation, response and 
recovery functions and statutory 
requirements in accordance with the 
Emergency Management Act 1986. 
Emergency Management Act 2013 and 
the Country Fire Authority Act 1958.  

Excellent 5 Moderate 
significance 3 15 H M

 Council is a member of the Northern 
Victorian Emergency Management Cluster 
(NVEMC) (with Bendigo, Loddon, Central 
Goldfields and Campaspe).  The Cluster is 
legislated under the Emergency 
Management Act 1986, which states:
• Section 21(4): The function of a municipal 
emergency planning committee is to 
prepare a draft municipal emergency 
management plan for consideration by the 
municipal council. 
• Section 21(5): A municipal emergency 
planning committee must give effect to any 
direction or guidelines issued by the 
Minister. 
Section 21(6): Subject to the regulations, a 
municipal emergency planning committee 
may determine its own procedures.

Excellent 5 Major 
significance

4 20 H H

 The NVEMC developed the Northern 
Victorian Integrated Influenza Pandemic 
Plan which provides a framework and 
guidance for the cluster councils and other 
influenza pandemic stakeholders in the 
municipalities to appropriately plan for and 
effectively respond to influenza pandemic 
conditions.

Excellent 5 Major 
significance

4 20 H H

Following Federal Government and State 
Government policy which determined the 
strategies that Council would implement.

Excellent 5 Major 
significance

4 20 H H

Regular DHHS led regional relief and 
recovery forums to discuss and evaluate 
the MEMP activities

Good 4 Major 
significance 4 16 H H

Central Victorian Emergency Management 
Council which is a network of local 
governments to provide support during an 
emergency event

Good 4 Major 
significance

4 16 H H

Representation on community based 
networks Good 4 Minor 

signicance
2 8 M M

Appointment of a Pandemic Coordinator 
and enactment of the Municipal Operation 
Centre at the declaration of the pandemic

Good 4 Moderate 
significance 3 12 H H

Appointment of dedicated Business 
Continuity Coordinator  Good 4 Moderate 

significance
3 12 H H

Total 139
             4.48 

Control Good
Weighted average 
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4. Risks Associated with Legislation or Government Policy

Strategic Context:

Our People: Local services that support the needs of our community
Our Place: Well managed assets for now and into the future
Our Place: Well planned for growth
Our Economy: An innovative and sustainable organisation.

Risk Statement: Rate Capping Impacts on Financial Sustainability

The requirement by Council to limit annual rates increases under the Fair Go Rates System 
parameters may result in Council becoming financial unsustainability over time.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 5: Extreme: Financial impact: >$1M 15 High

Residual Risk: 
Likelihood Consequence Risk Assessment
2: Unlikely 5: Extreme: Financial impact: >$1M 15 High 

Current Controls

The current controls on the next page have been assessed as GOOD.  In order to improve that 
assessment, the following strategies could be implemented:

Asset Management Plans: 
 Implement Asset Management Plans for all infrastructure and building assets.

Financial Sustainability Strategy:
 Incorporate renewal requirements into the Financial Sustainability Strategy once the Asset 

Management Plans are finalised.
 Ensure all statutory and discretionary reserves are cash backed in the Financial Sustainability 

Strategy.
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Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
Council has adopted a Financial 
Sustainability Strategy which incorporated 
forward planning over 10 years

Good 4 Major 
significance 4 16 H H

Council is progressively implementing 
Asset Management Plans for all key 
classes of infrastructure assets to forward 
plan renewal requirements.

Fair 3 Major 
significance

4 12 H H

Council’s Statutory and Discretionary 
Reserves Policy provides for future 
financial requirements for strategic 
projects.

Good 4 Minor 
signicance 2 8 H L

Council’s officers monitor their financial 
results monthly.

Excellent 5 Moderate 
significance

3 15 M M

A dedicated Grants Officer has been 
employed to research and source grant 
funding to support program and project 
delivery.

Excellent 5 Major 
significance 4 20 H M

The rating database is updated 
consistently across the year so that it 
reflects accurate valuation data for the 
raising of annual rates.

Good 4 Moderate 
significance 3 12 M M

The organisational structure is 
progressively assessed as vacancies are 
created in roles throughout the organisation 
to ensure it reflects service delivery and 
provides an efficient and effective structure 
for Council.

Good 4 Minor 
signicance

2 8 M M

Total 91
             4.14 

Control Good
Weighted average 



Strategic Risk Report as at 30 September 2020

25 | P a g e

Risk Statement: Impacts from Cost Shifting

The transfer of responsibilities to Council without funding to resource additional services may impact 
Council’s financial sustainability over time.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 4: Major Financial impact: $250K >$1M 12 High
Residual Risk: 
Likelihood Consequence Risk Assessment
2: Unlikely 3: Moderate: $100K to $250K 6 Medium

Current Controls

The current controls on the next page have been assessed as GOOD.  In order to improve that 
assessment, the following strategies could be implemented:

Financial Sustainability Strategy:
 Incorporate renewal requirements into the Financial Sustainability Strategy once the Asset 

Management Plans are finalised.
 Ensure all statutory and discretionary reserves are cash backed in the Financial Sustainability 

Strategy.
 Build scenario planning into the Financial Sustainability Strategy that incorporates contingencies 

for cost shifting.

Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
Active membership to Rural Councils 
Victoria who advocate the position of rural 
Councils on behalf of menbers.

Good 4 Moderate  3 12 M M

Active membership to Loddon Mallee 
Mayors' and CEOs' group who advocate 
on behalf of members.

Good 4 Moderate  3 12 M M

Council has adopted a Financial 
Sustainability Strategy which incorporated 
forward planning over 10 years

Good 4 Major 
significance 4 16 H H

A dedicated Grants Officer has been 
employed to research and source grant 
funding to support program and project 
delivery.

Excellent 5 Major 
significance

4 20 H M

Council’s officers monitor their financial 
results monthly. Excellent 5 Moderate 

significance 3 15 M M

Council’s Statutory and Discretionary 
Reserves Policy provides for future 
financial requirements for strategic 
projects.

Good 4 Minor 
signicance

2 8 H L

Total 83
             4.37 

Control Good
Weighted average 



Strategic Risk Report as at 30 September 2020

26 | P a g e

5. Cyber Security Risk

Strategic Context:

Our People: Local services that support the needs of our community
Our Place: Well managed assets for now and into the future
Our Economy: An innovative and sustainable organisation.

It could be argued that cyber security is an operational risk, and in many instances it is.  For the 
purpose of this report, cyber security is considered strategic as it is assessing a major infiltration of 
internal systems, and disruption to Council’s business.

We have serious concerns related to the protection of data, personal information and health data, 
including the encryption of this.  For example, the exchange of data over various platforms for maternal 
and child health and aged care is a concern, and has been escalated to MAV in September 2020 for 
consideration.

Risk Statement: Infiltration by Cyber Criminals

The extensive use of information technology to provide contemporary and efficient business 
practices across may result in Council’s systems being infiltrated by cyber criminals.

Inherent Risk 
Likelihood Consequence Risk Assessment
5: Almost Certain 5: Extreme: Financial impact: >$1M 

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)4: 4: 
Major: High sensitivity / damage to reputation

20 Extreme

Residual Risk
Likelihood Consequence Risk Assessment
4: Likely 5: Extreme: Financial impact: >$1M 

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)4: 4: 
Major: High sensitivity / damage to reputation

16 High

Current Controls

The current controls on the next page have been assessed as GOOD.  In order to improve that 
assessment, the following strategies could be implemented:

Scheduled penetration testing: 
 The IT Team will be providing a budget bid in 2020/21 to undertake a program.

Fraud and Corruption Control Plan:
 Implement all actions within the plan
 Review the action plan to add new actions.
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Councillor and Staff Training Program:
 An online program is in development.  Once finalised it will be periodically provided as 

mandatory training to Councillors and staff with a Mount Alexander Shire Council email address.

Current controls Rating Score Significance Weight   Effectiveness Benefit Effort
Redundant firewalls are employed and the 
network is segregated to limit the 
exposure of systems to the world. 
Firewalls are operated and maintained 
within full manufacture warranties with 
active subscriptions to global spam, anti-
virus and malware service to proactively 
monitor all traffic, both inbound and 
outbound. Council also employs anti-virus 
and application control software to protect 
systems and data from infiltration. All traffic 
and application executions are filtered 
and logged with automated notifications for 
pro-active monitoring. 

Excellent 5 Extreme 5 25 H M

Council undertakes penetration testing 
(internal and external) of the 
Information Technology systems and 
policies periodically to test their 
effectiveness and identify areas for 
improvement within the changing 
landscape of global Information Technology 
Innovation

Good 4 Major   4 16 H M

Council deploys user device 
restriction policies to prevent unauthorised 
access to council devices with an 
emphasis on data leakage prevention

Excellent 5 Extreme 5 25 H M

Council has adopted a Fraud and 
Corruption Control Plan that addresses 
cyber risks.

Fair 3 Moderate  3 9 H H

A Councillor and staff training program 
regarding cybercrime and phishing emails 
as an ongoing threat.

Fair 3 Moderate  3 9 H M

Total 84
             4.20 

Control Good
Weighted average 
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6. People Risk

Strategic Context:

Our People: Socially connected, safe and inclusive communities
Our People: Local services that support the needs of our community
Our People: Improved health and wellbeing
Our People: A welcoming place for all
Our Place: Well planned for growth
Our Economy: Great opportunities for education and technology.

We have organisational programs and business units that would be unable to continue the service level 
currently delivered without volunteers.  Programs such as the school bus for indigenous children, 
Castlemaine and Maldon Visitor Information Centres, and Social Support programs, run on a significant 
volunteer effort.

Risk Statement: Reduction in volunteerism in the Shire

A change in the demographic of Mount Alexander Shire Council community may lead to a shortfall in 
volunteers in the community and impact Council’s ability to deliver voluntary services.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 3: Moderate: $100K to $250K

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)
3: Moderate: Moderate sensitivity / damage to 
reputation

9 Medium

Residual Risk
Likelihood Consequence Risk Assessment
2: Unlikely 3: Moderate: $100K to $250K

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)
2: Minor: Minor sensitivity / damage to reputation

4 Low

Current Controls

The current controls on the next page have been assessed as GOOD.  In order to improve that 
assessment, the following strategies could be implemented:

Volunteer Support Policy:
 Implement the principles and actions within the Volunteer Support Policy consistently across the 

organisation to ensure all volunteers across teams are provided with the same level of support.
 Identify new community members through the change in the property database to identify 

potential new volunteers.
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 Network with local community groups to understand their challenges in recruiting or retaining 
volunteers, particularly following the impacts of shut down through COVID-19.

Network with volunteer organisations:
 Document the current volunteer networks and explore new networks to understand best practice 

for volunteer support.

Current controls Rating Score Significance Weight   Effectiveness Benefit Effort

Council has adopted a Financial 
Sustainability Strategy which incorporated 
forward planning over 10 years

Good 4 Major 
significance 4 16 H H

A dedicated Grants Officer has been 
employed to research and source grant 
funding to support program and project 
delivery.

Excellent 5 Major 
significance

4 20 H M

Council’s officers monitor their financial 
results monthly. Excellent 5 Moderate 

significance 3 15 M M

Council’s Statutory and Discretionary 
Reserves Policy provides for future 
financial requirements for strategic 
projects.

Good 4 Minor 
signicance

2 8 H L

Collaboration with Volunteer Central VIC for 
volunteering promotion and opportunities. Good 4 Moderate 

significance 3 12 H L

Volunteer Support Policy adopted by 
Council

Poor 2 Minor 
signicance

2 4 H H

Total 75
             4.17 

Control Good
Weighted average 
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Risk Statement: Change of Services Required in the Shire

A change in the demographic of Mount Alexander Shire Council community may lead to a need to 
reassess services provided in the context of the community’s demographic and ability to pay.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 3: Moderate: $100K to $250K

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)
3: Moderate: Moderate sensitivity / damage to 
reputation

9 Medium

Residual Risk
Likelihood Consequence Risk Assessment
2: Unlikely 3: Moderate: $100K to $250K

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)
1: Insignificant: Insignificant negative impact on 
reputation

4 Low

Current Controls

The current controls on the next page have been assessed as GOOD.  In order to improve that 
assessment, the following strategies could be implemented:

Community Profile:
 Assess the trends in community profile to understand any changes that will impact service 

delivery in the future 
 Use the Active Living Census as a current resource around demography
 Include Integrated Health Population data in assessing initiatives and projects.

Community Engagement Policy:
 Review the Community Engagement Policy in line with the deliberative engagement processes 

identified in the Local Government Act 2020
 Use the opportunity for deliberative engagement as an avenue to discuss topics broader than 

the key topic being communicated on – particularly as the Community Vision and Council Plan 
are developed.
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Current controls Rating Score Significance Weight   Effectiveness Benefit Effort

Council has adopted a Financial 
Sustainability Strategy which incorporated 
forward planning over 10 years

Good 4 Major 
significance 4 16 H H

A dedicated Grants Officer has been 
employed to research and source grant 
funding to support program and project 
delivery.

Excellent 5 Major 
significance

4 20 H M

Council’s officers monitor their financial 
results monthly. Excellent 5 Moderate 

significance 3 15 M M

Council’s Statutory and Discretionary 
Reserves Policy provides for future 
financial requirements for strategic 
projects.

Good 4 Minor 
signicance

2 8 H L

Volunteer Support Policy adopted by 
Council Poor 2 Minor 

signicance 2 4 H H

Community Engagement Policy and 
Framework Fair 3 Major 

significance 4 12 H H

Mount Alexander Shire Council Planning 
Scheme Good 4 Major 

significance 4 16 H M

Community Planning groups across the 
Shire

Excellent 5 Major 
significance

4 20 H M

Community Profile Good 4 Moderate 
significance

3 12 M M

Consultation with the community during 
development of strategic documents

Excellent 5 Major 
significance

4 20 M M

Total 143
             4.21 

Control Good
Weighted average 
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Section C: Strategic Risk Register
Risk Statement: Adapting to the physical impacts of climate change

The increase and severity of climate events such as heat, flood, and storm, may lead to a change in 
the operations of Council to accommodate wetter and drier soils and the impact they have on 
infrastructure and building assets.

Inherent Risk 
Likelihood Consequence Risk Assessment
4: Likely 5: Extreme: Financial impact: >$1M 20 Extreme
Residual Risk
Likelihood Consequence Risk Assessment
4: Likely 5: Extreme: Financial impact: >$1M 20 Extreme

Risk Statement: Adapting to the economic and social impacts of climate change

The increase and severity of climate events such as heat, flood, and storm, may lead to economic 
and social impacts on the community.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 3: Reputation: Moderate: Moderate sensitivity / 

damage to reputation.
3: Social: Ongoing localised disruption to social 
wellbeing.  

9 Medium

Residual Risk
Likelihood Consequence Risk Assessment
3: Possible 2: Reputation: Minor sensitivity / damage to 

reputation.
2: Social: Minor: Temporary localised disruption 
to social wellbeing.  

6 Medium

Risk Statement: Adapting to the community expectations of climate change response

A misalignment between the community’s expectations of Council’s response to climate change and 
Council’s actions could lead to reputational risk for Council.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 4: Major: Reputation: High sensitivity / damage to 

reputation
12 High

Residual Risk
Likelihood Consequence Risk Assessment
3: Possible 3: Moderate: Reputation: Moderate sensitivity / 

damage to reputation
9 Medium
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Risk Statement: Adapting to implementation of government policy regarding emission 
reduction

A change in Government Policy to mandate carbon emission reduction in local government may 
result in the need to change the way Council operates.

Inherent Risk 
Likelihood Consequence Risk Assessment
4: Likely 3: Moderate: Reputation: Moderate sensitivity / 

damage to reputation
4: Major: Financial: $250K to $1M

16 High

Residual Risk
Likelihood Consequence Risk Assessment
4: Likely 3: Reputation: Moderate sensitivity / damage to 

reputation
4: Major: Financial: $250K to $1M

16 High

Risk Statement: Natural Disaster

The increase and severity of climate events such as heat, flood, and storm may result in business 
disruption for Council and the community.

Inherent Risk 
Likelihood Consequence Risk Assessment
5: Almost certain: 4: Major: Operations: Long term  disruption in 

standard or breadth of services (over 1 and less 
than 3 financial years)
5: Extreme: Social: Widespread long term 
impact on social wellbeing
5: Extreme: Financial: >$1M

25 Extreme

Residual Risk
Likelihood Consequence Risk Assessment
5: Almost certain: 3: Moderate: Operations: Medium term 

disruption in standard or breadth of services (1 
financial year)
4: Major: Social: Ongoing widespread disruption 
to social wellbeing 
5: Financial: >$1M

20 Extreme
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Risk Statement: Occurrence of Pandemic 

The incidence of a pandemic may result in business disruption for Council and social and economic 
disruption for the community.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 4: Major: Interruption of multiple services for 

longer than the maximum outage time.
4: Major: Social: Ongoing widespread disruption 
to social wellbeing. 
3: Moderate: $100K to $1M

12 High

Residual Risk
Likelihood Consequence Risk Assessment
3: Possible 4: Major: Interruption of multiple services for 

longer than the maximum outage time.
4: Major: Social: Ongoing widespread disruption 
to social wellbeing.  
3: Moderate: $100K to $1M.

12 High

Risk Statement: Rate Capping Impacts on Financial Sustainability

The requirement by Council to limit annual rates increases under the Fair Go Rates System 
parameters may result in Council becoming financial unsustainability over time.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 5: Extreme: Financial impact: >$1M 15 High
Residual Risk: 
Likelihood Consequence Risk Assessment
2: Unlikely 5: Extreme: Financial impact: >$1M 15 High 

Risk Statement: Impacts from Cost Shifting

The transfer of responsibilities to Council without funding to resource additional services may impact 
Council’s financial sustainability over time.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 4: Major Financial impact: $250K >$1M 12 High
Residual Risk: 
Likelihood Consequence Risk Assessment
2: Unlikely 3: Moderate: $100K to $250K 6 Medium
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Risk Statement: Infiltration by Cyber Criminals

The extensive use of information technology to provide contemporary and efficient business 
practices across may result in Council’s systems being infiltrated by cyber criminals.

Inherent Risk 
Likelihood Consequence Risk Assessment
5: Almost Certain 5: Extreme: Financial impact: >$1M 

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)4: 4: 
Major: High sensitivity / damage to reputation

20 Extreme

Residual Risk
Likelihood Consequence Risk Assessment
4: Likely 5: Extreme: Financial impact: >$1M 

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)4: 4: 
Major: High sensitivity / damage to reputation

16 High

Risk Statement: Reduction in volunteerism in the Shire

A change in the demographic of Mount Alexander Shire Council community may lead to a shortfall in 
volunteers in the community and impact Council’s ability to deliver voluntary services.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 3: Moderate: $100K to $250K

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)
3: Moderate: Moderate sensitivity / damage to 
reputation

9 Medium

Residual Risk
Likelihood Consequence Risk Assessment
2: Unlikely 3: Moderate: $100K to $250K

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)
2: Minor: Minor sensitivity / damage to reputation

4 Low
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Risk Statement: Change of Services Required in the Shire

A change in the demographic of Mount Alexander Shire Council community may lead to a need to 
reassess services provided in the context of the community’s demographic and ability to pay.

Inherent Risk 
Likelihood Consequence Risk Assessment
3: Possible 3: Moderate: $100K to $250K

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)
3: Moderate: Moderate sensitivity / damage to 
reputation

9 Medium

Residual Risk
Likelihood Consequence Risk Assessment
2: Unlikely 3: Moderate: $100K to $250K

2: Minor: Short term disruption in standard or 
breadth of services (within financial year)
1: Insignificant: Insignificant negative impact on 
reputation

4 Low
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